C # 3k Linux ¥ 2 44% (300)

TR fEH FTTR A E&F HEBITIRE, M FSCapture BRI EHAT AL, Kk N 25 Sk 3 N 21 SR
o
> BRSSO B AN KA 73, R A R AR ) BB B A e AN IE b, A4S 7).

Eaa Q24

FLER a1 4
1, AREFRFELE (EERRE LHTANET) 2 4
WHER: AMBEFRRAEE EERRES LT AMEBR) GFoZ 8. EARMILES LEE, SR EE TS R
BRI ERL, 35 BAAERAEE, AEH AN EEE . FHER, ZEERAEEFMILEFHH! )

Routersrv login: root
Password:
Last login: 3at Apr 9 B2:38:53 on tiyl

ChinaSkills 2822 - CSK
Module C Linux
»>Routersrud{
»»Cent0S Linux release 7.9.2009 (Corel)<{<
>»3at Apr 9 B2:39:29 EDT 2B22<{

oS0 JoE-oE 30 - Jof-JoE 30 - Jof-JoE 30 - Jof-JoE 3 Jof-JoE 3 Jof-JoE—3E—Jof-Jof—ofJef-Jof3afJef-Jofef-ef-JoE-eE-BE-
[root@Routersryv “1# _
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P 2% Bk ALK (31 2

FLEX

w4

1. ISPSRV: (1) 34 ($ATH4: hostname -f) ; [1 4]

(PPAER: EHBER, KADAEAEKR. )

root@ispsru:"#
root@ispsru:”# hostnane —f

1. ISPSRV: (2) W% Hit/#A/W %@ ATH4: ip addr show | grep inet && ip route); [FAK 14, #£34]

GFAER: RERBFAE 81.6.63.100/24 HMhEE, LA 24 £, FAFERNEE, T default FH. )
root@ispsru: #
root@ispsru:TH]
root@ispsru:™# ip addr show | grep inet &% ip route

inet 127.0.0.1-8 =scope host lo

ineth ::1-178 =scope host

inet 81.6.63.100-24 brd 81.6.63.255 =cope global ens192

ineth Tebl: Z0cZ9IT:fe?3:8bdf 64 =cope link

01.6.63.0-24 dev ensl19Z proto kernel scope link src 81.6.63.100
root@ispsru:TH _

2. APPSRV: (1) 34 (#4744 : hostname-f) ; [1 4]

GFAZH: ENABER, KDSAER. D

[root@Appsrye ™ 1#
[root@Appsry “1# hostname -f
|ﬁppsru.chinaskills.cn

[rootl@Appsry ™ 1#

2. APPSRV: (2) W% Hist/%A/R %k @474 : ip addr show | grep inet && ip route); [&F/4~& 14, 34 4]

(FE s RERATHE 192. 168. 100. 100/24 FHbHER, 4 172. 16. 1. 1/24 i) br-vxlan W, FERNSEE, W
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3K 192. 168. 100. 254, )

L) ] L/

[rootBappsrv “1#t ip addr show | grep inet &% ip route
inet 127.8.8.1-8 =scope host lo
ineth ::1-/128 scope host
inet 192.168.188 18824 brd 192.168.188.255 =scope global nopref ixroute enz192
ineth fedB: :516b: 4457 :b7ed:f 3ed- 64 =cope link nopref ixaroute
inet 172.16.1.1-24 |brd 172.16.1.255 =scope global br-wxlan
inetb fedB: :6cbc:d9ff :fedB:5del 64 scope link
inethb fedf: :3474:7cff :feda:6abBb-64 scope link
Idefault via 192.168.188.254 dev en=19Z proto static metric 188
I72.16.1T. W24 dev br—wxlan proto kernel scope link src 172.16.1.1
192.168.188.8-24 dev ens192 proto kernel scope link src 192.168.180.10H8 metric 188
[rootRappsry ™14

3. STORAGESRV: (1) 4 ($47#4: hostname-f) ; [1 4]

S

A ER: EHBEFERR, KAERER. )

[root@storagesry ™14
[rootPstoragesry 7 1# hostname -F
Isturagesru.chinaskills.cn
[root@storagesrv  IH

[root@storagesry “1# _

3. STORAGESRYV: (2)X &} t/# /W X (@ ATH4: ip addr show | grep inet && ip route); [H#EAE 14, £ 4 4]

S

FHER: RERBHE 192.168.100.200/24 RHHHER, FEMIAN 172.16. 1.2, ZFN br-vxlan M, FFFERR
N H, W3k 192. 168. 100. 254. )
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storagesrv

[root@storagesrw 14 ip addr show | grep inet &&% ip route
inet 127.8.8.1-8 scope host lo
ineth ::1-1728 =cope host

inet 192.168.1808.2808-24 brd 192.168.1808.255 scope global nopref ixroute ens33
inetb fedd: :4777:5346:7c55:589d-64 scope link noprefixronte
inet 172.16.1.2-24 brd 172.16.1.255 =scope global |br-wvxlan
inetb fedB::YHAL:93ff :fel?: 3964 =cope link
inetb fedB::cB7?5:aBff :feda:b8Za-64 =cope link
jdefault via 132.168.180.254 dev ens33 proto static metric 168
172.16.T. 829 dev br—vxlan proto kernel scope link src 172.16.1.2
192.168.188 .8-24 dev ens33 proto kernel scope link src 192.168.188.288 metric 188

[root@storagesry ™14

4. ROUTERSRV: (1) 4% ($47#4: hostname -f) ; [1 4]

3

A ER: EHBEFERR, KAERER. )

[root@Routersry ™ 1#
[rootPRoutersrv 7 1# hostname -F

routersrv.chinaskills.cn

| P B i Uit 1 1 N
CLIUMFLENU LI S ik}

4. ROUTERSRV: (2) &M ib/#% 8/ W 5@ AT44: ip addr show | grep inet && ip route); [HFME 14, #£54])

3

GFPES: BEREALE 81.6.63.254/24, 192. 168. 100. 254/24, 192. 168. 0. 254/24, 172.16.0.X/24, AIEEBRINEE
B, & default FFE. )
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[rootBroutersry "1t ip addr show | grep inet &% ip route
inet 1£27.8.8.1-8 =cope hoszt lo
ineth ::1-128 scope host
inet 192.168.1008.254.-24 brd 192.168.188.255 scope global nopref ixroute ens33
inett feBB: :5def :b9%a:f3IFfB:bad6-64 scope link nopref ixroute
inet 192.168.8.251-24 brd 192.168.8.255 scope global nopref ixroute ens36
ineth TebdH: Jada a9a7 693 :4bd6-64 scope link nopref ixroute
inet 81.6.63.254-24 brd 81.6.63.255 scope global noprefixroute ens37?
inetb fedB: :686d:356a:49f :61e3-64 szcope link nopref ixroute
inet 172.16.8.1-24 brd 172.16.8.255 scope global tund
ineth febB: :adld:4d34:a5508:986a-64 scope link flags BHA
01.6.63.8-24 dev en=s3? proto kernel scope link src 81.6.63.254 metric 182
172.16.8.8-24 dev tunB proto kernel scope link src 172.16.8.1
192 .168 .8.8-24 dev ens36 proto kernel scope link =rc 192.168.8.2541 metric 181
192.168.1688.8-24 dev ens33 proto kernel scope link src 192.168.188.254 metric 188
[rootProutersrv " 1# _

5. INSIDECLI: (1) ;4 (347#4: hostname -f) ; [2 4] ;

P ER: FHEFEE, KNBAEXRK. )
[rootRinzidecli ™ 1#
[ronotRinsidecli 7 1# hostoame -

insidecli.chinaskills.cn
froot@imsidecii T _

5. INSIDECLI: (2) W% Hiht/#a/ K x@FHATH4: ip addr show | grep inet && ip route); [H#ANE 14, #£3 4]

B A RBERBAAE 192.168.0.190/24 FHbkE R, F+ EHbbEEZ)ZS dynami c FREL, BRIARIZEA 192. 168. 0. 254.)
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L) LL* b LG
[rootRPinsidecli "1# ip addr show | grep inet && ip route
inet 127.8.8.1-8 scope host lo
inetb ::1,128 s e host
inet 192.168.8.198-24 |brd 192.168.8.255 scope global nopref ixroute| dynamic |ens33

inetb feBB::28c:29ff :fecd:1 /641 scope link
default via 192.168.8.254|dev ens33 proto dhcp metric 188
19Z.168.8.8-24 dev ens33 proto kernel scope link src 192.168.8.198 metric 1868
[rootPinsidecli " 1# _

6. OUTSIDECLI: (1) ¥4 (#ATH4: hostname -f) ; [14]

P

R ER: EHBEFERR, KAERER. )

root@outsidecli:™#
root@outsidecli:™#
root@outzidecli:”"# hostname -f
qutsidecli.chinaskills.cn

rooteontsidecti—— i

6. OUTSIDECLI: (2) W%t/ K <@ AT#4: ip addr show | grep inet && ip route); [HF#A K14, #£54]

3

(PR E S f1F 81.6.63. 110 /24, 172.16.0. X/24 #htf5 2, 7 192. 168. 0. 0/24 A1 192. 168. 100. 200/24 KB H, ¥
BERINKHER, I default FFE. )
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rootBoutsidecli:™# ip addr show | grep inet &% ip route
inet 127.0.0.1/8 scope host lo
inett ::1-1728 =scope host
inet 81.6.63.110-24 brd 81.6.63.255 =cope global ens33
inett feB0::20c:29ff:fedb:c9a-64 scope link
inet 172.16.0.2/24 |brd 172.16.0.255 scope global tun®

inett feB0::cf30:c07e:921:99a2/64 scope link stable-privacy
81.6.63.0-24 dev en=33 proto kernel scope link src 81.6.63.110
172.16.0.0-24 dev tun® proto kernel scope link src 172.16.0.2
192.168.0.0-24 pia 172.16.0.1 dev tun®
192.168.100.200 via 172.16.0.1 dev tun®
root@outsidecli:™#

ISPSRV L#EA£% (15 4)

FRER A o

1. DNS: (1) %% BIND9 (3473 4: systemctl status bind9) ; [6 4] 6 4~

(PP E A bindd RFMEREIEZEIT “active (running) ; BITHFAN -t /var/named/chroot ; ERWRAZ
/var/named/chroot %/PMEAER- )

root@ispsru . svar-naned-chroot
root@ispsrv:svar-named-chroott# systemctl status bind3
= hind9.service — BIND Domain Mame Seruer
Loaded: loaded (<libssystemd-systen bind9d.zervice: enabled: vendor preset: enabled)
Active: active (rumming) Eince Mon 20Z22-08-08 14:11:35 C3T: 14= ago
Docs: man:inmamed(d]

Procesz: 2720 ExecStart=susrrsshinsnamed $SOPTIONS (code=exited, status=0.SUCCESS)
Main PID: 2721 (named)
Tasks: 7 (limit: Z2281)
Memory: 14.5M
CGroup: ~system.szlicesbindd.zervice
2721 susresbinsnamed —u bind| -t varsnamed.schroot

1. DNS: (2) BRERE$BLEE; [24] 2

3
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(PP E S : BfE “zone . /IN loaded serial 2” )

root@ispsru:setcsbindt
root@ispsru:sete bindi

-z
.#IN: loaded =erial 2
Iocalhost-INT Toaded =erial 2
127 .in—-addr.arpa~IN: loaded =erial 1

0.in—addr.arpa-IN: loaded serial 1

Z255. in-addr .arpasIN: loaded =erial 1
root@ispsru - etcbind#
root@ispsru - etcbind#

1. DNS: (3) IF g R E“chinaskills.cn”#¥ 2. [2 4] 25
(PR E S type BAEUAN slave, masters #EN 81. 6. 63.254) ;
zone "'chinaskills.cn™ {
type =lave:
masters { 81.6.63.254:. I:
file "retc/bind-db.chinaskill=s.cn";
2. WEB: (1) %3 nginx (#4734 : systemctl status nginx) ; [1 4] 1 4

(PB4 E /S nginx lREIRESEBIT “active (running) ” )
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root@ispsru: T

root@ispsru:T# systemctl

Loaded :
Active:
Docs:
Process:
Process:
Main PID:
Tasks:
Memory :

CGroup:

2. WEB:

- = o
M- T I O

status nginx.service
= nginx.service — A high performance web server and a reverse proxy sServer

lnaded (s1ihs/systemd-ssysten nginx.service: enabled: vendor preset: enabled)
active (ruming) since Sat 2022-04-09 14:41:10 CST: 18min ago

743 ExecStartPre=susr- sbin-nginx -t —-q —g daemon on: master_process on: (code-exited, status=0.SUCCE
804 ExecStart=rsusr-sbin/nginx —g daemon on: master_process on: (code=exited, status=0-3UCCES3)

806 (nginx)
9 (limit: 2308)

1Z.2NM

ssysten.slicenginx

1-806
1-8o7
1-808
1-809
1-810
1-811
1-812
1-813
*-814

nginx:
nginx:
nginx:
nginx:
nginx:
nginx:
nyinx:
nginx:
nginx:

(2) ZFmik (e m
outsidecli F 4% i curl http:/ /ispweb.chinaskills.cn) ;

master
worker
worker
worker
worker
worker
worker
worker
worker

.SErUice

process cusrsshinsnginx —g daemon on: master_process on:

Process
PrOCEES
Process
Process
Process
Process
Process
Process

insidecli ¥ ¥ 7 ¥ ispweb.chinaskills.cn 3k &, JF L2 3% 4447 #r \ hostname 49 X &, KRB 1

[4 7]

3

(PE4rE f5: insidedecli BEBEIEH 5 1] ispweb. chinaskills. cn, outsidecli #&id curl http://ispweb. chinaskills. cn
BB IEEERMEAE. MR inside %A #EH hostname B3 hostname ) EWLL AR insidecli 12 43)

1S ¢

\!z‘

chinaskills.cn |

{Welcome to 2022 Computer Network Application contest!

- O 7

root@insidecli:~

File Edit View Search Terminal Help
[root@insidecli ~]# hostname

insidecli

[root@insidecli ~]#
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http://ispweb.chinaskills.cn/

rootBoutsidecli:"#
rootPoutsidecli:™# curl http:rrsispueb.chinaskills.cn

Iuﬂlcume to 2022 Computer Network fipplication contestit
rootPoutsidecli: &

ROUTERSRV T#H#% (40 4)

FLER A Lo

1. DHCP ##: (1) £ insidecli L% /f ip addr show | grep inet Z% insidecli K E#M IP #it [1 4); (2) cat
letc/resolv.conf FKEXIE#H W DNS [1 4] ; (3) ip route £F GW ik, [1 4]

(1) FREUEH IP GELER: REEIEF mKHREA 192, 168. 0. 190, 1 HR dynamic 3REL. )

LTVVLMFLIIioAuTw L ]mT
[root@insidecli ~]# ip addr show | grep inet
inet 127.0.0.1/8 scope host lo

inet6 ::1/128 scope host
inet 192.168.0.190/24] brd 192.168.0.255 scope global nopr‘efixrouteen533

inet6 fe80::599a:eda0®:5690:1e81/64 scope link noprefixroute
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbre
[root@insidecli ~]#

(2) DNS(PRAEE A REFE R dns IRSGE52Z 192. 168. 100. 100)

e L L I S ) i e i Bkl

[root@insidecli ~]# cat /etc/resolv.conf
# Generated by NetworkManager

search chinaskills.cn

[nameserver 192.168.100.100 |
[root@insidecli ~]#

(3) MIRGPHER: FARNER, mMA T B2 192. 168. 0. 254)
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Lt uvLmiotuee Ly g
[root@insidecli ~]# ip route

default via 192.168.60.254 dev ens192 proto dhcp metric 100

192.168.0.0/24 dev ensl92 proto kernel scope link src 192.168.0.190 metric 100
192.168.122.0/24 dev virbr® proto kernel scope link src 192.168.122.1
[root@insidecli ~]#

2. ROUTING: FERmE R, A sysctl-p &#4FH; [24]

(PP E S : BWEEN net. ipv4. ip_forward = 1, NEEDIEFS. )

[rootERoutersry ™1
[rootPRoutersrv “1# sysctl -p
et . ipw4.ip forward = 1

[root@Routersrv “1# _

3. SSH: (1) &% SSH &% 4 [14)

(PEorpntE: B6F EIRSRASN running BIR])

rootllRoutersry  1H
[root@Routersryv ™14
[root@Routersrv “1# systemctl status =shd
1 sshd.service - Open33H server daemon
Loaded: loaded (susrslibesystemdssystemssshd.service: enabled: vendor preset: enabled)
fActive: active (runming) since Fri ZBZ2Z2-84-88 11:44:15 EDT: 1Sh ago
Docs manm-ssha(gY
man :sshd_conf ig(5)
Main PID: 18523 (sshd)
CGroup: ~system.slicersshd.zervice
L-18523 ~usr-shinssshd -D

3. SSH: (2) &% SSH ¥"73% 1 (ss -ntpl |grep ssh); [1 2]

(PEotriE: B IEWTeG 0508 2021 BIH])

[root@Routersrv =1
[root@Routersry "1t ss -ntpl | grep ssh
128 *:2021 Ix users:((“sshd",pid=12579,fd=3))

a 128 [::1:2821 HHN users: (("sshd",pid=12579,fd=4))
[root@Routersrv ™ 1#
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3. SSH: (3) WK SSH BF A P (£ A insidecli 46/ root f| 2 &% routersrv, Rz FH A user0l AP & F); [2 4]

2 4

(BB S e fEH root AP HET ssh B3¢, BN permission denied, RM=IK/GHH, B user0l FH &3k ssh, 5K
. )

[root@insidecli ~]
[root@insidecli ~]#| ssh -p 2821 root@l92.168.0.254
root@l9z2.168.0.254"'s password:
Permission denied, please try again.
root@192.168.0.254"'s password:
Permission denied, please try again.
root@192.168.0.254"'s password:
Permission denied (publickey,gssapi-keyex,gssapi-with-mic,password).
[root@insidecli ~]# ssh -p 2021 user8l@l92.168.0.254
user@l@l9z.168.0.254 s password:
Last login: Sat Apr 9 ©03:15:36 2022 from 192.168.0.190
EE S S SE R E SRR EEE L EEEEEEEEEEEE LS LS
Chinaskills 2022 - CSK
Module C Linux
==Routersrv==<

=>=Cent0S Linux release 7.9.2009 (Core)<<
==5at Apr 9 ©3:18:35 EDT 2022==<

o e e e e e o e o o o o e o o e e e e oo o e o o o o e e e e e o

[user®l@Routersrv ~]1% I

3, SSH: (4) ZAYPWRMEA vser0l AP ELEFEARIK, REBEF—KERE. ) ; [44]

PR ER:RRE=EK, REEFHHEE, B—KEREEREEBN. )
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[root@insidecli ~]#

[root@insidecli =]# ssh -p 2021 user@l@l192.168.0.254
user@l@l92.168.0.254's password:
‘PermiSSion denied, please try again.
userfl@l9z2.168.8.254's password:
Permission denied, please try again.|
user®@l@l9oz2.168.0.254's password:
|PermiSSion denied Fpuhlickey,gSSapi-keyex,gssapi-with-mic,pa55word}.
[root@insidecli ~]# ssh -p 2021 user@l@192.168.08.254

|ssh: connect to host 192.168.0.254 port 2021: Connection timed out |
[root@insidecli ~]#

3. SSH: (5) £% SSH HF tail -f /var/log/ssh.log; [2 4] 24
(PRortmie: W BoniR IP, PWin DS EIW, ¥EdmD-S2REAK. )
rootléHoutersry i
1t tail -f svarslogessh.log
Apr 9 routersrv sshd[12653]1: Accepted password for userBl from 192.168.8.198 port 44138 sshZ
Apr 9 routersrv sshdl[12622]1: Failed password for invalid user root from 192.168.8.198 port 44124 sshZ
Apr 9 routersrv sshdl[126221: Connection closed by 192.166.8.198 port 44124 [preauth]l
Apr 9 routersry sshd[12655]1: Received disconmect from 192.168.8.198 port 44138:11: discommected by user
Apr 9 routersrv sshd[12655]1: Disconnmected from 192.168.8.198 port 44138
Apr 9 routersrv sshd[12717]1: Failed password for wuserBl from 192.168.8.198 port 44132 sshZ
Apr 9 routersrv sshdl[12717]1: Failed password for userBl from 192.168.0.198 port 44132 sshZ
Apr 9 routersrv sshdl[12717]1: Failed password for wuserBl from 192.168.0.198 port 44132 sshZ
Apr 9 routersry sshdl[12717]1: Connection closed by 192.168.8.198 port 44132 [preauthl
Apr 9 routersrv sshd[12719]1: Failed password for userBl from 192.168.0.198 port 44131 sshZ
9 routersrv sshd[12739]1: Failed password for wuserBl from 192.168.8.198 port 44138 ssh2
9 routersrv sshd[12739]1: Failed password for userBl from 192.168.8.198 port 44138 ssh2
9 routersrv sshdl[12739]1: Failed password for wuserBl from 192.168.0.198 port 44138 sshZ
9 routersrv sshd[127391: Connection closed by 192.168.8.198 port 44138 [preauth]l
9 routersry sshdl[12749]1: Failed password for wserBl from 192.168.0.198 port 44142 sshZ
9 routersrv sshd[127491: Connection closed by 192.168 .8.198 port 44142 [preauthl
9 routersrv sshd[127511: Accepted password for userBl from|192.168.8.198 port| 44144 zshZ
4, TPTABLES: SNAT (¥ routersrv 347454 : iptables -t nat -nvL POSTROUTING) ; [2 4] 2 4

(GRS E 5. FEEVERN 192.168.0.0/24 F1 192. 168. 100. 0/24 {7 MASQUERADE #M|, HABSEAMIEAIFRAE. )
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[root@Routersrv ™14

[rootBRoutersrv “1# iptables -t nat -nul POSTROUTING

Chain POSTROUTING (policy ACCEPT 161K packet=s, 18M bytes)

pkt=s bytes target prot opt in out source destination

Z 134 MASQUERADE all - = ensZh6  192.168.186.8.-24 H.8.8.8-8
11 73Z MASQUERADE all -- = ensZo6  19Z.168.4.8-24 H.8.8.8-8
[root@Routersry ~ 18 _

4. IPTABLES: (2) DNAT (ff routersrv #i 17954 : iptables -t nat -nvL PREROUTING) ; [2 4]

S8

GEAES: FEEHKHA 81.6.63.254 ¥ DNAT HM, N hFE/ADFBELELAE udp53, tepb3. tcp80. tcpd43. tcpd65.
tcp993. )

[root@Routersrv ™14

[root@Routersry “14 iptables -t wmat -nul PREROUTING

[Chain PREROUTING (policy ACCEPT 199K packets, 13M bytes)

pkt=s bytes target prot opt in out source destination

4 248 DNAT tcp - = * 81.6.63.8-24 81.6.63.254 multiport dports 53,88,443,465,993 to:192.168.160.100
2] 8 DNAT tcp - = * 81.6.63.8-24 81.6.63.254 multiport dports 28,21,137,138,139,444,445,3358 to:192.168.188.2608
875 63884 DNAT udp - = * 81.6.63.8-24 81.6.63.254 udp dpt:53 to:192.168.188.188
[rootBRoutersru ™14
[rootBRoutersru ™14

4. IPTABLES: (3) BRABELRERELT (FF routersrv FHATIES: iptables-nL | grep Chain) ; [1 4]

S

(VEAFEL . INPUT . OUTPUT 1 FORWARD %%fKBRINFINIZ DROP)

[root@Routersry ™ 1#
[root@Routersrv "1# iptables -mL | grep Chain
Chain INPUT (policy DROP)

Chain FORWARD (policy DROP)
Chain OUTPUT (policy DROP)

4, IPTABLES: (4) BUTWERE (fF routersrv _FHHAT: iptables-nL) ; [2 4]

3

(P4 . INPUT #E /D F E AT tcp2021, tcpll94, udp67, K E . FORWARD % Z /D F E AT top
20, 21, 53, 80, 433, 465,993  udp53 K. )
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[root@routersrv ™14

[rootBroutersrv “1# iptables -nL

Chain INPUT (policy DROF)

target prot opt source destination

ACCEPT udp -- 8.8.8.8-8 f.8.8.8-8 multiport dports 67,68
ACCEPT tcp -- 8.8.8.8-8 B.8.6.8-8 multiport dports 1194,2821

Chain FORWARD (policy DROF)

target prot opt source destination

ACCEPT tcp -- 8.8.8.8-8 B.8.6.8-8 multiport dports 53,88,443,465,993,28,
21,137,138,139,444, 445, 45806 : 5868

ACCEPT wdp -- 8.8.8.8-8 B.8.6.8-8 udp dpt:53

Chain OUTPUT (policy DROF)

target prot opt source destination

ACCEPT udp -- 8.8.8.8-8 f.8.8.8-8 multiport dports 67,68
[root@routersrv 14 _

5. Web Proxy: (1) R nginx lREZIRAE (routersrv 4T systemctl status nginx) ; [1 4] Vin
A ER: RHIREAR running BITTH45)
[rootBRoutersrv ~1#
[rootBRoutersry ~1# systemctl status nginx.service
B nginx.service - The nginx HTTP and reverse proxy server
Loaded: loaded (susr~slib-systemd-system-nginx.service: enabled: vendor preset: disabled)
fictive: active (rumming) [since Fri 282Z2-84-88 82:54:82 EDT: 24h ago
Main PID 8691 (nginx)
CGroup: rsystem.slicesnginx.service
691 nginx: master process susrssbinsmginx
69Z nginx: worker process
693 nginx: worker process
694 nginx: worker process
695 nginx: worker process
696 nginx: worker process
697 nginx: worker process
698 nginx: worker process
699 nginx: worker process
7A@ nginx: cache manager process
5. Web Proxy: (2) & ik (f#H insidecli 7718 web.chinaskills.cn,5F B H £ K35\ hostname &) ; [2 N
A

2]

B E /A 83 web. chinaskills. cn B8/ W3] www. chinaskills. cn TR A2, www. chinaskills. cn #& wordpress =
JiH, THASARHNRE, WRAEEN hostnane F)EEEE hostname BB EN.Z AL insidecli ZFEAB L)
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eb.chinaskills.cn

WORDPRESS

Just another WordPress site v 7 root@insidecli:~

File Edit View Search Terminal Help
[root@insidecli ~]#

i idecli ~]# hostname
insidecli ‘

froot@insidecli ~1#

X&E
J\A 5, 2022
Hello world! &,
s . 3 3 bielina s
Welcome to WordPress. This is your first post. Edit or delete it, then start
writing!
Hello wg

5. Web Proxy: (3) REMNIT HE (appsrv AT tail -f /etc/httpd/logs/access_log) ; [2 4]

S8

GPoER: BEIRERSS IP FZ P 5mESE 1P BI85, flin 192. 168. 100. 254 192. 168. 0. 190 Kbk, E=A i
AR 192. 168. 0. 190, ZE—NHibkA] BAZ 192. 168. 100. 254 8% 192. 168. 0. 254)

.d
f.dn il -f tt log

18:38:31
B:38:34 -A408] "

2AB - "htt

384 - “hitp

84881 ) w ntyninetee ¢ ~=1.3 HTTP,1.1" 384
iBa1ie1 F

=5.1.13 HTTP~1.1"
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5. Web Proxy: (4) JAARS 2R MIFEHA (routersrv FoPAT N TSI EIA, appsrv 4T tail -f /etc/httpd/logs/access_log)s 3
i
(3]
PR ER: =N —RAR. BTN, WEFREK 11:42:28 - 11:42:31 - 11:42:34)
192.168.188.254 - - - [B9-Apr-2ZB22:11:42:28 -84881 "GET ~ HTTP-1.1" 288 11839 "-" “curl,?.29.8"
192.168.188.254 - - - [@9,Apr.,2822:11:42:31 -@4881 “GET ~ HTTP-1.1" 28@ 11839 “-" “curl,?.29.8"
192.168.188.254 - - - [B9-Apr-/26822:11:42:34 -B4881 "GET ~» HTTP-1.1" 288 116839 - “curl/?.29.8"
6+ OPENVPN: (1) iRk VPN FH PIAE (7 outsidecli EFMAT systemctl restart openvpn@client; RGN\ P BEEE; 62
AR5 BAT systemctl status openvpn@client); [N/ 240, 3£ 64)])
EREL: APNEE, BBFREIRSIREAN running, MHEEZR Initialzation Sequence Completed)
rootBoutsidecli:™#
rootRoutsidecli:™# systemctl restart openupn@client
Enter Auth Usernamei vpnuserl
Enter Auth Password i seesesss
root@outsidecli:"#
rootBoutsidecli:"# systemctl status openupnBelient
= ppenupn@client .service — OpenUPN connection to client
Loaded: loaded (~1ibrsystemd- system-openupn@.service: enabled-runtime; vendor preset: enabled)
fAictive:| active (ruming) since Thu 20Z2Z2-08-11 00:Z8:42 C3T: 30= ago
Docs: man:openupn(8)
https /- conmunity.openupn . net openvpnswiki-OpenvpnZ4ManPage
https: /- conmunity.openuvpn . net openvpn-wiki-HOWTO
Main PID: 22003 (openuvpn)
Status: "Initialization Sequence Completed"
Tasks: 1 (limit: 2281)
Memory: 904.0K
CGroup: rsystem.slicerssystem—-openupn.slicesopenvpnBclient .service
t-22003 susrsshinsopenupn --daemon oupn-client —-status srunsopenupnsclient.status 10 --cd setcsopenupn —config setc
outsidecli oupn-client[2Z003]1: Incoming Data Chammel: Cipher ’AES-256-GCH’ initialized with 256 bit key
outzidecli ovpn—client[Z22003]1: ROUTE: default_gateway=UNDEF
outzidecli ovpn—client[Z22003]1: TUN/TAP device tun® opened
outzidecli oupn—client[Z22003]1: TUN-/TAP TX queue length set to 100
outsidecli ovpn-client[22003]1: do_ifconfiyg, tt->did_ifconfig_ipub_setup=0
outsidecli ovpn-client[220031: rsbinsip link set dev tun® up mtu 1500
outsidecli ovpn-client[220031: rsbinsip addr add dev tun® 172.16.0.2/24 broadcast 172.16.0.255
outsidecli ovpn-client[220031: rsbinsip route add 192.168.0.0.24 via 172.16.0.1
outsidecli ovpn-client[220031: rsbinsip route add 192.168.100.200-32 via 172.16.0.1
outsidecli ovpn—client[Z22003]:| Initialization Sequence Completed
6~ OPENVPN: (2) #R)5&F VPN HE (routersrv $UAT tail -f /var/log/openvpn.log) ; [2 4] 2 4
» /)
(PR ER: FEZMBIINAE, M8EEREX—BETES)
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[rootBroutersryv openvpnl#t tail -f ~var-log-openvpn. log

I>A7zz-PG-11 BP:12:18: Successful authentication: username="vpnuserl".
B8:12:18 Successful authentication: username="upnuseri"
B8:14:28 Successful authentication: username="wpnuserl"
B8:14:55 Successful authentication: username="wvpnuserl"
B8:18:48 Successful authentication: username="vpnuseri"
#8:19:81 Successful authentication: username="vpnuseril®
B8:22:59 Successful authentication: username="vpnuseri®
B8:23:87 Successful authentication: username="wvpnuseri"
B8:2B8:42 Successful authentication: username="upnuseri"
B8:28:47 Successful authentication: username="wpnuserl"
ZAZZ-AB-11 BA:30:26 Successful authentication: username=""vpnuseri"
6. OPENVPN: (3) &FE VPN IG5 (routersrv $U4T ss -ntpl | grep openvpn) ; [24)] 2 4
(PPAE R WalT TCP1194 RIF434))
[root@routersrv ™14
[rootBroutersry “1# s -ntpl | grep openvpn
LISTEN 8 32 *:1194 users: ((openvpn”,pi
d=18922,fd=5))
[rootProutersey ™18 _
APPSRV T4 (954
WTAER a-fE L
1. SSH: (1) &FABEuyrm ok E (FF appsrv EHAT: ss-nltp | grepssh) ;3 [14] 14

(PP Em: sshd FBFEIT tep2101 3mEA)
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[rootBappsryv 14

[rootBappsrv "1t ss -ntpl | grep _ssh

LISTEN a8 128 = 2181 : users: (("sshd",pid=82487,fd=3))
L ISTEN 8 128 [::1:2181 H users:(("sshd”,pid=82487,fd=4))
[rootBappsrv ™14

rE

1. SSH: (2) WHHERH (& storagesrv E#ATHE 4 ssh -p 2101 root@192.168.100.100) 5 [243]

S

GEES: REIZEN Connection reset by peer)

[root@storagesry ™14
[root@storagesry |™ 1t =sh -p 2181 rootR192.168.1H8.1HH
=sh_exchange_identification: read: |Commection reset by peer

[root@storagesry ™14

1. SSH: (3) #&EF (InsideCli 49 cskadmin JA| 7 53 EHATIE 4~ ssh -p 2101 root@192.168.100.100) 5 [243]

P

(PE4E 5. Insidecli B PAHT SSH &%, FHEHRZ)
|_L:lr\CIl.IIIIJ_II'._UJ.II:‘JJ.l.ICL'..J_ 'j.‘p

[cskadmin@insidecli]|~]$ ssh -p 2101 root@192.168.100.100
Last login: Tue Jul 19 05:01:03 2822 from 192.168.0.190
EE SRS ESESEEE S
ChinaSkills 2822 - CSK

Module C Linux

>>appsrv<<

==Cent0S Linux release 7.9.2009 (Core)<<
==Tue Jul 19 09:53:01 EDT 2022<<

LRSS EEEES RS RS

[root@appsrv |~1# |

1. SSH: (4) £% SFTP (appsrv 14T systemctl status sftpd) ; [3 2]

3

(PP E S : RWEERN running 843)
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[rootBappsryv ™ 1#
[rootRappsry ~1#t systemct]l status =fipd
B sftpd.zervice - =ftpd server daemon
Loaded: loaded (retcrsystemd-system-sftpd.service: disabled: wvendor preset: disabled)
fActive: jactive (ruming) |since Sat Z2022-B7-38 Z2B:56:42 EDT: 2= ago
Docs: man:sshd(8)
man :szhd_conf ig(5)
Main PID: 2223 (=sftpd)
CGroup: rsystem.slicerssftpd.service
L2223 ~rusrsshinssftpd -f setcrssshesftpd_conf ig

Jul 38 28:56:4Z2 appsrv systemd[1]1: Starting sfipd server daemon. ..

Jul 38 28:56:42 appsrv sftpdl2223]1: Server listening on B.A.8.8 port 12345.
Jul 38 28:56:42 appsrv sfipd[2223]1: Server listening on :: port 12345.

Jul 38 28:56:42 appsrv systemd[1]: Started sftpd server daemon.
[rootRappsry ™14

1. SSH: (5) SFTP 35 (appsrv #AT ss-ntpl | grep sftpd) ; [2 4]

S8

(PP ER: Wm0 508 54321 94)
[root@appsrv “1# == -ntpl | grep =ftpd

LISTEN A 128 » {54371 : users: ((Usftpd”,pid=

Z21541,fd=3))
LISTEN A 128 [::1:54321 N users: ((Msftpd”,pid=

21541,fd=41)
[root@appsre ™ 1#

2. DHCP: (1) Z /38335 . DNS &3, W%%I% (£% DHCP BEX &, REEENTARENT) ; [44]

S

GPES: JaE#E 192.168. 0. 110-192. 168. 0. 190, DNS ¥¢EAN: 192. 168. 100. 100, ML E AN 192. 168. 0. 254)
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i
fit A slightly different conf iguration for an internal subnet.
subnet 192.168.8.8 netmask 255.255.255.H {

range 192.168.6.110 192.166.H6.198;

option domain-—name-servers 192.168.186.1068;

option domain-name "chinaskills.cn™:
option routers 192.168.8.254:
option broadcast-address 1#.5.5.31:
default-lease-time G6HH:
max—lease-time 7Z2B0:

P

2. DHCP: (2) 4 BE N4 (FF DHCP REX#, RBELMILBHNEEN) ; [241] 2

PP EE: 77 fixed-address 192.168.0.190; M hardware ethernet BIH])

host insidecli {
hardware ethernet BA:Ac:29:d4f ac:h3:;

fixed-address 197.168.08.198;

T
2. DHCP: (3) TEMAntE (£%F DHCP BEE X FHAR HWEE) ; [2 4] 24
GRS E . BRIALBHEA 43200 £, SAH LB EA 259200 #2)

#

default-lease-time 4320H:
max-lease-time Z59Z88;

i

3

2. DHCP: (4) EFHZERER (F£ appsrv 4734 tail -f /var/log/dhepd.log) ; [2 4] 2

PR ER: FEBSERNTED)
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“1# tail -f svarslogsdhepd.log

122 appsrv dhepd: DHCPACK om 192.168.68.198 to BB:HBc:29:df :ac:b3 via ens33
122 appsrv dhopd: Dynamic and static leases present for 192.168.8.198.

122 appsrv dhcpd: Remove host declaration insidecli or remove 192.168.8.198
:ZZ appsrv dhepd: from the dynamic address pool for 192.168.68.8.24

1ZZ2 appsry dhcpd: DHCPREQUEST for 192.168.8.198 from B8:8c:29:df iac:b3 via 192.168.08.254

122 appsryv dhcpd: DHCPACK on 192.168.8.198 to 80:8c:29:df rac:b3 via 192.168.8.254

:ZZ2 appsrv dhepd: Dynamic and static leases present for 192.168.8.198.

:ZZ2 appsrv dhcpd: Remove host declaration insidecli or remove 192.168.6.198

122 appsrv dhepd: from the dynamic address pool for 192.168.8.8.24

122 appsryv dhcpd: DHCPREQUEST for 192.168.8.198 from B8:8c:29:df rfac:b3 via 192.168.180.254: ignored (not authoritative).

3. DNS: (1) chinaskills.cn B f##Hr (£ appsrv E3#AT#4: named-checkconf -z | grep china) ; [2 4] o
PP E S 72 appsrv _EHATIES: named—checkconf -z | grep china, FEFE 2 2k chinaskills.cn BJHE])

[rootB@fppsre ™~ 1#

[root@Appsrv ~ 1#t named-checkconf -z i grep china

zone chinaskills.cn/IN: loaded =erial H

zone chinaskills.cn/IN: loaded =serial A

[root@Appsrv 14
3. DNS: (2) AiE%; (f& insidecli £ 3 X\ nslookup ## AT &, 4 %At www.chinaskills.cn. download.chinaskills.cn #n N

7]

mail.chianskills.cn); [3 4]

(PP E : www. download. mail FHLIMENTE] 192. 168. 100. 100, —FKEHTIEX 14D
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LT o LA L L e L D

[root@insidecli ~]#

[rnnt]# nslookup

= www.chinaskills.cn

Server: 192 .168.100. 100
Address: 192 .168.100. 100#53
Name: www.chinaskills.cn
Address: 192.168.100.100

= download.chinaskills.cn

Server: 192.168.100. 1600
Address: 192 .168.100. 100#53
Name: download.chinaskills.cn
Addresd: 192.168.1068.100

= mail.chinaskills.cn
server: 192 .168.100. 100
Address: 192 .168.100. 100#53

Name : mail.chinaskills.cn
Address: 192.168.100.100
-1

3. DNS: (3) MXiEF (£ insidecli L4744

host -t MX chinaskills.cn 192.168.100.100) ;

[1

4

]

3

—— g —— —— -

(PP ER: chinaskills. cn K MX HTA#HTE] mail. chinaskills. cn. EHL)

[root@insidecli ~]#

[root@insidecli|~]# |host -t MX chinaskills.cn 192.168.100.100

Using domain server:
Name: 192.168.100.100
Address: 192.168.100.100#53

Aliases:

o

chinaskills.cn mail ls handled by 10| mail.chinaskills.cn.
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3

3. DNS: (4) WA WA (£ outsidecli 3 X\ nslookup # & # 4T www.chinaskills.cn) ; [2 4] 2

(PP E . 7E outsidecli #E nslookup PHEf#EMT www. chinaskills. cn 344, ZHA 81.6.63. 254, )

rootRoutsidecli:™#
rootBoutsidecli:™# nslookup

> www.chinaskills.cn
81.6.63.254

81.6.63.254#53

Mame : wuw.chinaskills.cn
Address: 81.6.63.254

r

AN

3. DNS: (5) Ly DNS#E (F insidecli _E3 A\ nslookup ¥ B #Z 4T hostl.testl.com) ; [2 4]
P EE: , 82 Non—authoritative answer, FHAEHTE] 81. 6. 63. 100 fyHhht. )

LrooTiglnsliagecll ~|#
[root@insidecli ~]# nslookup
=

= hostl.testl.com
SEerver: 192.168.1080. 160

Address: 192.168.100.100#53

Non-authoritative answer: |
Name : hostl.testl.com
\Address: 81.6.63.100 |

-1

S8

(6) F&# DNS R4 (fE insidecli L 34T nslookup -q=txt -class=CHAOS version.bind 192.168.100.100) ; [2 7] 2

3. DNS:
GEoE S FRAE unknow)

24 /59



[rootRinsidecli ™14

[rootRinsidecli “1# nslookup -gq=txt -cla=s=s=CHADS version.bind 19Z2.168.188.1684
19Z.168.1608 . 188
192.168.164 . 188453

version.bind text = "unknow"

[rootRinsidecli ~1#

4. httpd: (1) %3 apache2 (FATH4: systemctl status httpd) ; [1 4]

S

(PP E & httpd REAEFEZEST “active (running) ” )

[rootBappsrv ™1
[rootBappsrv “1# systemct]l status httpd
# httpd.service - The Apache HTTP Serwver
Loaded: loaded (rusr-libsszystemd- system-httpd.zervice: dizabled: vendor preset: disabled)

fActive! active (running) Eince Tue ZBZ2Z2-B7-19 B9:41:46 EDT: 18min ago
Docs " man httpd(E)

man:apachect1(8)
Process: 96243 ExecStop=sbinskill -WINCH S{MAINPID} (code=exited, status=8,SUCCESS)

4. httpd: (2) W3R B F (F£ appsrv E#ATH4-: cat/etc/fstab | grep webdata; % /5 F vim Z%& wordpress 3k & B wp-
config.php REWA) ; [5 4]

3

(PEHE S cat /etc/fstab | grep webdata BEFERIFEZRIEN 192. 168. 100. 200: /webdata, FHEE SN /webdata & 2 43
wordpress A E XA Mric RILECAE 14

-

[rootBappsry ~I# cat setc fstab | grep webdata
|1‘3E .168.188.288: /webdata swebdata nfs defaults

Lrootlappsry — 1#
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s owx MUSJL @ 8 - 1 0 0B 0 B 0B B B B B B B BB wx A/
s WordPressa om0 BB s
def ing (" DB_NAME’ , "wordpress’);

o MYSOLE B B B BB =
def ine('DB_USER', 'root’):

oo MYSOLE 1 0 mom
def ine (" DB_PASSWORD’ , ‘root@123°);

P ﬁ:;SD‘LI | I
def ine (" DB_HOST' , '192.168.188.2688" );

% B B B B B BN NN EREEE %
def ine (' DB_CHARSET' , "utf8'):

e B B B 0 B B R B E N R EEEER %
def ine(’DB_COLLATE', '’ ):

4. httpd: (3) EATH F (appsrv EHAT id webuser && ps aux | grep webuser) ; [2 4]

P

(PEES: 7 appsrv E3AT: id webuser && ps aux | grep webuser, webuser f] uid FFE/MNF 1000, KT 1000
Aa4r. B~ httpd KIHFEH webuser B17. 8N E 14D
'galn TR L 1

[rootRappsry " 1# id webuser && ps aux | grep webuser
Iuid=ﬁﬁﬁ(wehuser) gid=1881(webuzer) groups=1801(webuser)
webuszer 96251 512188 186884 7 a9:
96252 527768 28828 a9:
96253 516892 16988 a9:
96254 512188 18888 A9:
96255 512188 18888 A9:
96287 512188 9576 A9:
96296 512848 8328 A9:
512A48 8328 A9:
512p48 8328 a9:
512848 8328 7 a9:
112868 968 i8:

susrssbinshttpd -DFOREGROUND
susr-ssbinshttpd -DFOREGROUND
susr-ssbinshttpd -DFOREGROUND
susrsshinshttpd -DFOREGROUND
susrsshinshttpd -DFOREGROUND
susr-ssbhinshttpd -DFOREGROUND
susr-ssbhinshttpd -DFOREGROUND
susrssbhinshttpd -DFOREGROUND
susrssbhinshttpd -DFOREGROUND
susrsshinshttpd -DFOREGROUND
grep --color=auto webuser

96297
96298
96299
97439
[rootPappsrv ™ 1#

[ R e e e . R w R w
[ e e e R e R v R w
0SS 0 0 b s e [4) e
o [ e e e e < < R R w
wed emd emd smd =) md smd esd
o n I e O o o I o e I e e Y o o I o
OO EDE®E

=

=
=

[y
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4. httpd: (4) RFIKHFE (& appsrv EHAT: cat/etc/systemd/system/multi-user.target.wants/httpd.service | grep memory) ;

[2 %] ”
(PPAER: , FE FEREHEEN TR

Appsry  I# cat retcrsystemd-system mu . . . 1 grep memory
_limit_in_bytes=5HE=1H24=1824

r = EEE T
LI'OULEA=TWs LL

4. httpd: (5) www W R AKX (f insidecli L4 F R %87 E www.chinaskills.cn 3 &, 377743 % A\ hostname /5, —
BEE) ; [44]

3

(VP ER: B wordpress T H, & 44); URL NN TUAGE, PASORBEAES, MEAEEH hostname
B3 hostname A& insidecli $1 2 43)

/Iwww.chinaskills.cn l

) @ wordpress ¢ BEXL

WORDPRESS

Just another WordPress site % root@insidecli:~

File Edit View Search Terminal Help
‘ [root@insidecli ~]#

oot@insidecli ~]# hostname
root@insidecli ~]# |j

X&E

J\A 52022 ik |

Hello world! W&,

Welcome to WordPress. This is your first post. Edit or delete it, then start s

writing! |
Hello wg

4, httpd: (6) download P35 HAER W WA [4 4]

P

(VEEA: (1) #£ insidecli E#yA download. chinaskills. cn Phk, BT H - ZMFEHE; [1 4] (2) @A
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LDAP L BHRI=/"FF HH—A zsuser/ lsusr/ wuusr FAHRL IS, MINEFZME; [14] (3) download &K
HHH BRSO, 7EAE test.mp3\test. mp4\test. pdf UM, HEZRTHAEHN: [14] H test.mpd XHR/MA
100M. [14r] ##& download WHLES —NMREKE, BAEREREAES . WRAHET hostnane B# hostname 2

insidecli #7 2 43)

root@insidecli:~

File Edit View Search Terminal Help

[root@insidecli ~]#
[root@insidecli ~]#
[root@insidecli ~]#
[root@insidecli ~]# hostname
insidecli

[root@insidecli ~]#

Authentication Required x

% https://download.chinaskills.cn is requesting your username and password. The site says: “ldap auth”

User Name: | |

Password: | |

Cancel |

Index of / - Motzilla Firefox root@insidecli:~

wordpress - Just another Vo X | Index of / x |+ s EE YEw Szmdh UemiE {Hp
[root@insidecli ~]#

@ = @ @ I q) & hitps:/fdownload.chinaskills.cn | [root@insidecli ~]#
[root@insidecli ~]#
[root@insidecli ~]# hostname

Index of / insidecli

[root@insidecli ~1# [

Name Last modified Size Description

£ test.mp3 2022-04-08 12:00 0

B test mp4 2022-04-08 12:00 100M |
testpdf 2022-04-08 12:00 0
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4, httpd: (7D EFHELE; [44]

P

(PP E S 78 insidecli FFAAWIY S5 H www. chinaskills. cn Y555, FTHFIEH, BEEFBERZER. , IEBHHE
B#FEREFE™RILE. WMERKE BT B irc ™R ILEE . SMEBILES 24, 44

Certificate Hierarchy
~ CSK Global Root CA
*.chinaskills.cn

Certificate Fields
~ *.chinaskills.cn
+ Certificate
Version
Serial Number
Certificate Signature Algorithm

i llssuer

MNot Before
Not After
Subject
Field Value

CN = CSK Global Root CA
0U = Operations Departments

0 = skills

L = Beilding
ST = China

C = CN

29 /59




Certificate Hierarchy
~ CSK Global Root CA
*.chinaskills.cn

Certificate Fields
~ *_chinaskills.cn
w Certificate
Version
Serial Number
Certificate Signature Algorithm

Issuer
v Validity
Not Before
Not After

Field Value

*.chinaskills.cn
Operations Departments
skills

3

4, httpd: (8) TiEHE4E (7 insidecli LHAT: curl -1 https://www.chinaskills.cn) 5 [2 4] 2

(PPAER: curl HRIARHMEA -k S, T https 36 RARFEMEFRRE R
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[root@insidecli ~]#
[roo——]#|cur1 -I https://www.chinaskills.cn
HTTP/1.1 200 0K

Date: Sat, 09 Apr 2022 16:06:34 GMT

Server: Apache

X-Powered-By: PHP/5.4.16

Link: <https://www.chinaskills.cn/index.php/wp-json/=;
Content-Type: text/html; charset=UTF-8

rel="https://api.w.org/

[root@insidecli ~]# |}

4. httpd: (9) http Bk# https ({£ insidecli F3447: curl - http://www.chinaskills.cn) 3 [2 4]
(PPOE S EFZE Location: https://www. chinaskills. cn)

[root@insidecli ~]#
[root@insidecli ~]# curl -I http://www.chinaskills.cn

HTTP/1.1 381 Moved Permanently

Date: S5Sat, 09 Apr 2022 16:07:04 GMT

Server: Apache

Lﬂcation: https://www.chinaskills.cn

Content-Type: text/html; charset=is0-8859-1 I

[root@insidecli ~]# |}

4, httpd: (9 FEFRELLRLER; [14]
(PP ER: download ¥ MR REAFEAMRGEIRA UK web fREBMRAESE R
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& C ® (@ & https://download.chinaskills.cn/sdadas ee oy

Not Found

The requested URL /sdadas was not found on this server.

Mo = = = = 3 =5 =

Qe

s T —

5. BEEEL: (D WREKEELRHA (EA vim EFREERANERS) 3 [24]

A E R : 88F 2 mysqldump =+ M —all-databases BIR[#5%. )

it ! ~bin-bash
Irl'gsqldump --all-databases |[-uroot -proot@l23 | gzip > -sroot mysglbackuprall-databases-5(date +«<Yemad<H<M:S

5. ZEELL: (2) EFRERES (FATH4 cat/etc/crontab | grep 30) ; [2 4]

(PP BER:REFRIE— i */30 BIAT)

rootUstoragesry
[rootl@storagesryv "1t cat setccrontab | grep 38
|*/3B o x a root sshel ls my=sqlbk.=sh
[rootRstoragesry ™1

5. ZEELEML: (3) EFEHL XHFATH4 Is root/mysqlbackup); [14)]

GPHER: REFEXHZAN all-databases4EH H, EHBIPEITES. D

[rootPstoragesry ™ 1#
[root@storagesry ~1# ls /root/mysqlbackup~
all-databases-202207186088081 all-databases-28220718813801 all-databases-28228718830061 all-databases-20228718843881 all-databases-28220718860801

all-databases-20220718883081 all-databases-ZB8220718820801 all-databases-28228718033681 all-databases-Z82Z8718850882 all-databases-282287186863881
all-databases-20220718018081 all-databases-28220718823801 all-databases-28228718048081 all-databases-2822871868536881
[root@storagesry “1#

6. MAIL: (1) B IMAPS f1 SMTPS, #iF3JE% 4 IMAPSMTP(E appsrv E# AT 4 : ss -nltp | grep -E
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“master|dovecot” , ) ; [24)]

GPROER: WIEOENRYE 465 M 993 30, HBIHALN OAE)

;5 -ntpl | grep -E "masteridowecot”
1HH
184
168
164

IDCIFHP RS - Iﬂ
6. MAIL: (2) &§¢F F (ET postfixadmin B W EZF appsrv LR EMAF) ; [447]

N
OGP EE: 8t postfixadmin BF appsrv ERIEIUE T, HBFEECH 99 BIET4E4)
| postfix.admin
chinaskills.cn v ¥ chinaskills.en  R|E#: 57100 |ALEE#: 99 / 100
Show: All
6. MAIL: (3) WX #F4 (£ insidecli -4 F thunderbird B F 4 % 2 3%, M mailuserl 2 mailuser2 4~ 3 & 3¢ 77 & 3% Hf 4

#); [641]

(PR fS: £ insidecli Ff#F] thunderbird ZXMBFEZE ¥, M mailuserl 1 mailuser2 43Fl %t KB mpA:, Wk
FHEF WD
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v 2 mailuserl@c..askills.cn
3 Inbox (1)
(i Sent
& Trash
~ -2 mailuser2@c...askills.cn
[ Inbox (1)
H Sent
Trash
v = Local Folders
[ ] Drafts (1)
Trash
Outbox

vy | O % 2 © 10 O Filter these messages <Ctrl+Shift+K:
tox ) Subject oo Correspondents ¢ Date v ®
| just test mail fromm... ¢ = mailuserl@chinaskills.cn ‘ ® 5:04AM

< test all ¢ = all@chinaskills.cn » 5:05AM

© Reply | - Forward | & Archive | [i] Delete | More v
From Me <mailuser2@chinaskills.cn>

Subject just test mail from mailuser2 5:04 AM

To Me <mailuserl@chinaskills.cn> ¥

hello , mailuserl
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v 2 mailuserl@c...askills.cn O Ciltar th . -
O Filter these messages <Ctrl+Shift+K:
% Inbox (1) ® | R &% & © 0 I g I
Sent ok ) Subject v o om Correspondents ¢ Date "
& Trash | just test mail fromm... © = mailuser2@chinaskills.cn |® 5:04 AM
v |2 mailuser2@c...askills.cn ++ test all ¢ = all@chinaskills.cn % 5:05AM
&3 Inbox (1)
Sent
& Trash
v B | ocal Folders
] Drafts (1)
& Trash
[E5] Qutbox
© Reply | ~ Forward || & Archive | Ti] Delete | More v
From Me <mailuserl@chinaskills.cn> dr
Subject just test mail from mailuserl 5:04 AM
To Me <mailuser2@chinaskills.cn> dr
éhello , mailuser2
6. MAIL: (4) J"#Hdi# (insidecli BEX W TEF) #HW 4, A mailuserl AL EF) ;5 [4 4] o

PP ER:

BEMAEE I, A mailuserl AP ER, MITASZKEK/ME, WHREEZ HBH)
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< ¢ @ )] n-CIE| https://mail.chinaskills.cn/foundcube/? _task=mail&_mbox=INBOX

About

roundcube e

: m-l- ﬁz ‘,}.!. - m-. - ﬁ _/v LR

Refresh Compose Reply Reply & Forward Delete Maurk Mare

£ mnbox £~ Messages 1to2of 2 v test all

a Sent . From mailuserl Date
mailuserl

W Trash test all

W Trast - i hello , test all
mailuser2

just test mail from mailuser2

7.CA: RIEH B A FRIEH 12 (£ appsrv EHATH 4-: openssl x509 -text -in /csk-rootca/csk-ca.pem -noout | grep Subject);
(5421

3

GGPES: 78 appsrv E#HATIES: openss]l x509 —text —in /csk-rootca/csk—ca. pem —noout | grep Subject, 6 4
8 B R# A 615D
i

rootlappsrv
[rootBappsrv ~1# openssl x5H9 -text -in ~scsk-rootcascsk-ca.pem -noout i grep Subject
: C=CH, ST=China, L=BeidJing, O=skills, DU=Operations Departments, CN=CSEK Global Root Ca
Public Key Info:
50903 Key Identifier:
[root@appsry ~1#

8. -W]ﬁ‘ V)ZLAN ﬁﬁ%: (1) Z% appsrv f storagesrv L& vxlan AT (4Bl appsrv # storagesrv 4T bretl show) ;
[(E4N44, £84]

P

GO E A BEFEFIPPEN br-vxlan, LA vxlanl0)
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[rootBappsrv ™ 1#
[root@appsry “1# brct]l show
bridge name bridge id 3TP enabled interfaces
0888 . 3674 ?ctabaldb no vxlanlH
1

[rootPstoragesrv “1# brct]l show

bridge name bridge id STF enabled interfaces
80084 .ca?5a8dabi8Za no vxlanlf
[rootl@storagesrv ™ 1#
8 W# VXLAN fR%: (2) appsrv JUix vxlan REEFHE (A ping-1172.16.1.1172.16.1.2) ; [2 4] 2 4
A ER: BefE ping BEIAT)
rootldappsry i
[root@appsrey "I ping -1 172.16.1.1 172.16.1.2
PING 172.16.1.2 (172.16.1.2) from 172.16.1.1 : 56(84) bytes of data.
64 bytes from 172.16.1.2: icmp_seq=1 tt1=-64 time=H.Z20H m=
b4 bytes from 172.16.1.2: icmp_seq=Z ttl1=64 time=8.163 ms
64 bytes from 17Z2.16.1.2: icmp_seq=3 ttl=64 time=H.178 m=
~C
-—— 17?2.16.1.2 ping statistics -—-
3 packets transmitted, 3 received, B+ packet loss, time ZHHHmM=
rtt minsavg-max-mdev = B.163-8.188-8.288-8.818 ms
[rootRappsry " 1#
STORAGESRV T fEf£4 (80 4+)
TAER a1 L

1.

(D HEEE: ERFEE FHEINERER) ; [142]

(PPAER: BEI—HRKNA 106 KIBERLEI AT
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40 GB (HEE S
L7 10 GB (3FEEE)
=) CD/DVD EzhaE 1 ETT{ERmiEs 4 [20-datastor...

S felsgiEmReE 1 WM Metwork
< S Bzl
g+ Bzhism|

1. HAEEHE: (2) £F vdo EMAEZL (vdo status | grep Compression && vdo status | grep Deduplication) ;

[2 4% 24
P ER: BEIESHMEM # 2 enable BITT, #4140
LIL] L) 1= L} 1
[root@storagesry ~1#t wdo status | grep Compression &% wdo status | grep Deduplication
Compres=zion: enabled
Deduplication: enabled
[root@ztoragesrv ™1
1, BAEHE. () TFHEE (F£ storagesrv EHATHA: df-Th) ; [3 4] 340

GESE R : BIASHRSGRZ extd, K/NKH 148G (1506 £4ABPH) , H# A A/vdodata; B4 140)
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[root@storagesry devlit
[root@storagesry devldt df -Th

Type Size Used Avail Usex Mounted on
devtmpf= 894M A 894M B2 dev

tmpfs 918M A 918M B sdevrshm
tmpfs 918M 18M 98HM 2¥ crun

tmpfs 918M A 918M B rsys-fs-/cgroup

dewv mapper-centos-root xf'= 396 4.96¢ 346 13» -

AdewssrA

iso966H 9.56 9.5G H 188 .mmt.cdrom

dewv/mappercentos-home xf'= 19 3I"M 196 1 home

Adewssdal
tmpf =

=fs 1814M 185M 838M 19 -boot
tmpfs 182M B 182M 8- runsuser-d

dev/mapper/snapuy-snapsrc extd 14.86 2BM 4.66 1 rsnap
dev mapperwdodisk extd 148G | 61IM 148G 1 [~wdodata
[root@ztoragesrv devlit

[root@ztoragesrv devlit

2. SSH: (1) &% SSH k% (7 storagesrv L 47354 : systemctl status sshd) ; [1 4] a
(PP ER: IREA running BIT#E5)
[root@storagesry ~1#
[root@storagesry “1# systemctl =status sshd
§ sshd.service - OpenSSH server daemon
Loaded-—loaded Gausr+lib-systemdsystemssshd .service: enabled: wvendor preset: enabled)
Active: active (runming) gince Sat 2822-84-89 11:16:26 EDT: 2Z= ago
Docs man-sshd (8
man:sshd_conf ig(5)
Main PID: 23536 (sshd)
CGroup: ~system.slicersshd.service
L23536 ~usr-sshinssshd -D
B9 11:16:26 storagesrv systemd[1]: Starting OpenSSH server daemon. ..
A9 11:16:26 storagesrv =sshd[235361: 3erver listening on B.B8.8.8 port 3358.
B9 11:16:26 storagesrv sshd[235361: Server listening on :: port 3358.
B9 11:16:26 storagesrv systemd[1]: Started OpenSSH server daemon.
2. SSH: (2) %7 ssh 3% 0 i ¥r(ss -ntpl | grep ssh); [1 4] n

P ER:

ssh ) EWrSE 0 2022 BIA])
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[root@storagesry “1# s -ntpl | grep ssh
LISTEN 2] 128 = 12022 : users: (("sshd",pid=4

w7, rd=31)

LISTEN B 128 [::1:2022 HH users: (("sshd",pid=4
3872,fd=4))
[root@storagesry 1

2. SSH: (3) MR ssh A A5 (% insidecli £ 454 A user01. user02. root /A /i SSH K & F storagesrv) ; [3 4]

(PEHE R user01 F1 user02 HFA] AIEH B3R, root Al P LEER, RN permission denied, RIM=IKJGEZNEH)

L0 %rwr mr LB bl e e L Jer

[root@insidecli ~]#
[root@insidecli +]#[ssh -p 3358 user®l@l92.168.100.200 |

userdl@loz2.168.100.200's password:

Last failed login: Sat Apr 9 11:19:11 EDT 2022 from 192.168.0.198 on ssh:notty
‘There were 2 failed login attempts since the last successful login.

ILast login: Sat Apr 9 11:15:88 2022
Iluserdl@storagesrv ~]% exit

Ilogout

IConnection to 192.168.100.200 closed.
i[root@insidecli ~]#[ssh -p 5 userd

lyser@; . : Z0U"S password:
[user@2@storagesrv ~]% exit

logout

Connection to 192 _168.100.200 closed.
[root@insidecli +]# ssh -p 3358 root@192.168.100.200
root@l92.168.100.200"'s password:

Permission denied, please try again.
root@l9Z. 168. 100.200 'S password:

|Permissiﬂn denied, please try again.
root@192.168.1008.200's password:

Permission denied |(publickey,gssapi-keyex,gssapi-with-mic,password).
[Toot@insidecli ~]# |

2. SSH: (4) £%& sudo A/ (FE storagesrv L3 AT 4: cat /etc/sudoers | grep user0) ; [2 4]

(P betE: FAEE user0l Al user02 X RLA MG BRI R B4, BN 14
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[rnntﬂstnraﬁesru 14

[root@storagesryv " 1# cat setcrssudoers 1 grep userd

rdl ALL=(ALL) ALL

ALL=C(ALL) ALL
3. VSFTPD: (1) iR ftps Cinsidecli £ & Iftp -u webuser, %% ftp.chinaskills.cn %%, REEH 1s RED ; [24] a
P ER: FIP BEREREBESR XHNAE, A SSL4HREITT)
LTUULELIIDLUCSLLL =~ |#
[root@insidecli ~]# 1ftp -u webuser,1234 ftp.chinaskills.cn
1ftp webuser@ftp.chinaskills.cn:~= 1s
- FWX WX FwX 1 65534 65534 @ Jul 26 16:28
- FWX WX FwX 1 65534 65534 104857600 Jul 26 16:29
- PWX PWX WX 1 65534 65534 @ Jul 26 16:28 test.pdf
drwxr-xr-x 5 65534 65534 4096 Jul 31 07:54 wordpress
1ftp webuser@ftp.chinaskills.cn: /= I
3. VSFTPD: (2) quote pwd &% chroot; [2 4] 4
GFAEA: BTA “/7)
1ftp webuser@ftp.chinaskills.cn:/> quote pwd
257"/
1ftp webuser@ftp.chinaskills.cn: /=
3. VSFTPD: (3) iR ftp Xtk E AR (4 7 L test.doc,test.docx,test.xlsx test.txt XX £, %85 1s); (4 2] a2

P EE: A% test. doc. test. docx. test. xlsx FEXHSEREE R~ 550 1L, WEREARE 550 A NAES, 811

2, (35 ; bA% test. txt BiZI, FFH 1s BB ER [15])
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Lftp webuser@ftp.chinaskills.cn:/> put test.doc

put: Access failed{ 550 Permission denied. (test.doc)
Lftp webuser@ftp.chinaskills.cn:/> put test.docx

put: Access failed:| 550 Permission denied. (test.docx)
Lftp webuser@ftp.chinaskills.cn:/=>

Lftp webuser@ftp.chinaskills.cn:/> put test.xlsx

put: Access failed: 550 |Permission denied. (test.xlsx)
Lftp webuser@ftp.chinaskills.cn: />

Lftp webuser@ftp.chinaskills.cn:/> put test.txt

Lftp webuser@ftp.chinaskills.cn:/>

Lftp webuser@ftp.chinaskills.cn:/> 1s

- FWX WX WX 1 65534 65534 8 Jul 26 16:28
= FWOLFW MW 1l 65534 65534 194857600 Jul 26 16:29
- WX WX MWX 1 65534 65534 @ Jul 26 16:28 test.pdf
~-MW-r--r-- 1 10681 1601 B Jul 31 88:20 [test.txt
drwxr-xr-x 5 65534 65534 4096 Jul 31 87:54 wordpress
3. VSFTPD: (4) £5F vsftp BE X FRERAWEE (£ storagesrv _EHATH 4+ cat /ete/vsftpd/vsftpd.conf | grep rate) ; N
(141 4
GErESR: B2H local max rate=100000 Eiw], R ERHEEEEFZIAES. )
[rootlstoragesrv v
[rootEstoragesry d1# cat setcousfipdsvsfipd.conf | grep rate
local max
3. VSFTPD: (5) Wik ftp # F—A IP # 4t B F (insidecli b 3& 3T Iftp -u webuser, & ftp.chinaskills.cn 3T FF =A%, £= N
MBI s #4ERED [14] i
(fFf}Egﬂi FIFE=AEEE 1s 52 delying before reconnect, BREBEAES: )
“1s' at o [Delaying before reconnecty 30]
3. VSFIPD: (6) EFwmUE (RREEXHTHXRE) ; [24] 25
(ﬂzﬁgﬁ %HEIEEF‘EE‘EF B—8E A5
pasu min purt 41088A
paswv_max_port=411084
3. VSFTPD: (7) WiREALH P (storagesrv AT Is -1 /webdata/test.txt) ; [3 4] 3 4
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GERER: 2 B test. txt BISC4EFTE# N webadmin B H]4E45)

L) L) T L A

[rootPstoragesry ~1# 1= -1 swebdatartest.txt
-TW-r--r-— 1| webadmin webadmin B8 Jul 31 B84:28 ~webdata~test.txt

[rootPstoragesry ~ 14

4, NFS: (1) £FHF (% appsrv E#4T#4: showmount -e 192.168.100.200) ; [2 4]

(PP EE: 1 appsrv _EIAT showmount —e 192. 168. 100. 200, FEFE/webdata BJT])
rootappsry i

[rootRappsrv “1# showmount -e 192.168.180.2680
Export list for 192.168.108.26804:

|/uehdata 192 .168.164 . 1688
[rootRappsrv ~ 1

4. NFS: (2) X A% AppSrv 418 (f£ storagesrv E# T34 : exportfs-av) ; [2 4]

(PP E R storagesrv EHAT exportfs —av, REFZ] 192. 168. 100. 100 frHhEIwT. )
rootldstoragesry i
[root@storagesry “1# exportfs -awv
exporting| 192.168.18H8.18H | -webdata
[root@storagesrv IH

4, NFS: (3) E &4 (F£ appsrv L#HATH4: Is-1/webdata) ; [3 4]

GEER: £ appsrv EFHAT 1s -1 /webdata; test.mp3, test. mp4, test. pdf B A & H & nfsnobody B R E 4y, &4
143)

appsry " 1# ls -1 swebdatar
total 1682484
-ruxaruwai 1 (nf snobody | nf snobody A b 12:28 test.mp3

-ruxawxarwx 1 infsnobody |nf snobody 184857688 26 12:29 test.mp4
-rwxrwxrwx 1 Infsnobody |nfsnobody A 26 12:28 test.pdf
drwxr-xr-x 5 nfsnobody nfsnobody 4896 31 2822
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5. SAMBA: (1) samba A P @& (FE storagesrv E# 4T 4: pdbedit -L) ; [3 4] o
(PR E 5. Bt pdbedit - L ZEWHFEFE zsuser, 1susr, wausr A7, 8N 14)
[rootB@storagesry "~ 1# pdbedit -L
wunsr 1887 hwusr
lsusr 1866 : 1susr
zzuser | 1H85 (zsuser
[rootlstoragesry “1# _
5. SAMBA: (2) X#3#F (% insidecli 14T7#4: smbclient -L=192.168.100.200 -U zsuser) ; [2 4] n
G E R #F insidecli E&EW RAT KK B3 (smbelient -L=192. 168. 100. 200 -U zsuser ), s 43 sharel 1 public B}
AR5y, HEMEEHA, 84~ 158)
|[root@insidecli ~]#
|[root@insidecli ~]# smbclient -L=192.168.100.200 -U zsuser
Enter SAMBA\zsuser's password:
Sharename Type Comment
prints Disk Printer Drivers
sharel Disk
public Disk
IPC$ IPC IPC Service (Samba 4.10.16)
Zsuser Disk Home Directories
Reconnecting with SMB1 for workgroup listing.
Server Comment
Workgroup Master
[root@insidecli ~1# JJ
5. SAMBA: (3) sharel BXH AP RXREE (FEH zsuser Wik; AP BRKELIET s, RELFE testtxt; REFHT s TEER N
A

&) ; [14]

(VPR E S : zsuser H] A LAESCHHBIIES)
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LWL LI LUT e L 30w | &

([root@insidecli smb]# smbclient //192.168.100.200/sharel -U zsuser
Enter SAMBA\Zsuser's password:

Try "help" to get a list of possible commands.

smb: \> 1s

D 0 Mon Jul 18 11:©3:43 2022
D @ Mon Jul 18 10:56:23 20822

38770180 blocks of size 1824. 36837152 blocks available

smb: \>[ put [test.txt

putting file test.txt as \test.txt (8.0 kb/s) (average 0.0 kb/s)

smb: ‘> 1s
D ®@ Tue Jul 19 05:23:83 2022
.. D @ Mon Jul 18 10:56:23 2022
test.txt A ® Tue Jul 19 05:23:83 2022
38770180 blocks of size 1024. 36837152 blocks available
smb: \=> [

5. SAMBA: (4) sharel HFW A ARBEE (wuusr WiR; AP BFELHTEs, RE LR test.txt; REFRT Is Z FAERE) ;
[14])

<

GEAEE: wuusr BAEHIRR access_denied, AU
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J" = = L
[root@insidecli smb]#|smbclient //192.168.100.200/sharel -U wuusr

Enter SAMBA\wuusr's password:
Try "help"” to get a list of possible commands.

smb: \> ls
D ® Tue Jul 19 05:23:51 2022
D © Mon Jul 18 10:56:23 2022
38770180 blocks of size 1024. 36837152 blocks available
xmb: \>

smb: \ test.txt

NT STATUS ACCESS DENIED opening remote file \test.txt

smb: \> 1s
D © Tue Jul 19 05:23:51 2022
D © Mon Jul 18 10:56:23 2022
38770180 blocks of size 1024. 36837152 blocks available
smb: \> -~
5. SAMBA: (5) sharel HF®A P RREE (susr JX; AP BFERRAT s, RELE testtxt; REFRAT Is TFEERED LA
[14]) 4

(PEHEfS: lsusr AR access_denied, AR
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[root@insidecli smb]#| smbclient //192.168.100.208/sharel -U lsusr

Enter SAMBA\Llsusr's password:
Try "help" to get a list of possible commands.

smb: \= 1s
D
D

® Tue Jul 19 85:23:51 20822
@ Mon Jul 18 10:56:23 2022

38770180 blocks of size 1024. 36837124 blocks available

smb: \> [put |test.txt
NT STATUS ACCESS DENIED opening remote file \test.txt

smb: %> 1s
D ® Tue Jul 19 85:23:51 2022
D ® Mon Jul 18 10:56:23 2022

38770180 blocks of size 1024. 36837124 blocks available

=

smb: \=
5. SAMBA: (6) public B Z# A FARREE (£H smbclient//192.168.100.200/public -U anonymous, & 3F /& k& test.txt ¥ 4TH]

R [24])

(YFA-E S : anonymous FJ L B, @it 1s tHEEEE ) AR ST
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SLTUULELI LUSLLL S |+

I[root@insidecli 5mh]#|5mhclient //192.168.100.200/public -U anonymous
(Enter SAMBA\anonymous's password:

Try "help" to get a list of possible commands.

smb: ‘= 1s

D @ Tue Jul 19 85:22:38 2022
D @ Mon Jul 18 10:56:23 2022

38770180 blocks of size 1824. 36837144 blocks available

smb: ‘\:=te5t CIxt

putting file test.txt as \test.txt (0.0 kb/s) (average 0.0 kb/s)

smb: \=> 1s
D @ Tue Jul 19 85:25:25 2022
D @ Mon Jul 18 10:56:23 2022

test.txt A @ Tue Jul 19 85:25:25 2822

38770180 blocks of size 1824. 36837144 blocks available

smb: ‘=
6. LDAP: (1) % LDAP ¥ & chinaskills.cn H 3% (fE storagesrv _E# 47354 : ldapsearch -x -b “dc=chinaskills,dc=cn | N
grep “dn:de” ) ; [3 4] ’
(PR E 5. 27 de=chinaskills, dc=cn B A]184)
[rootBstoragesry “1# ldapsearch -x -b “de=chinaskills,dc=cn" | grep “dn: dc"
Icln : dc=chinaskills,dc=cn
lrootldstoragesry  I# _
6. LDAP: (2) ldap Al (1 storagesrv #7384 : ldapsearch -x -b “dc=chinaskills,dc=cn | grep “dn: uid”) ; [3 7] 34
G ER: FAEHP zsuser, lsusr, wuusr BIA], &MAHFA 1499
rootstoragesry i
[rootBstoragesry ~1# ldapsearch -x -b “dc=chinaskills,dc=cn” | grep "dn: wid"”
!| wid=zsuser|,ou-users,dc=chinaskills,dc=cn
| uid=1susr,pu=users,dc=chinaskills,dc=cn
(L uid=wmusr,pu=users,dc=chinaskills,dc=cn
[rootPstoragesry ™ 1#
6. LDAP: (3) ldap Al P4 (storagesrv $14T#5 4 : ldapsearch -x -b “dc=chinaskills,dc=cn | grep “dn:cn” ) ; [2 4] 24
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(V4 E . F1E cn=1dsgp K P AR5
gl 1) I[= L) 1
[rontRstoragesry ~1# ldapsearch -x -b “dc=chinaskills,dc=cn” | grep “dn: cn"
dn: cn=ld=gp,ou-users,dc=chinaskills,dc=cn
[root@storagesry ~ 1#

7 Shell fiiAs: (1) 384T userAdd.sh BIZA )58 & (FF storagesrv _EIATHE S /shells/userAdd.sh lifei) ; [143] 14
(FEHE R : 1817 shell A J5, # adding new entry BiH])
LN | | 1 bt H
[root@storagesrv shells1lit .-userfdd.sh lifei
User lifei password set to none.
adding new entry “"wid=lifei,ou=-users,dc=chinaskills,dc=cn"
o LN = = Y
7~ Shell JiiA: (2) &F Idap FH 7 lifei KI1EHL (FE storagesrv _EHATHES: Idapsearch -x-b “dc=chinaskills,dc=cn | grep “dn: N
vid=lifei” ) ; [24] 7
A EE: FFE dn: uid=lifei X—4T/8 REIFTAE4H)
LN L] 1L L] = H
[root@storagesrv shellsl# ldapsearch -x -b “dc=chinaskills,dc=cn" | grep “dn: uid=lifei"
dn: wid=1lifei,ou=u=ers,dc=chinaskills,dc=cn
[rootEstoragesry shellsli _
7~ Shell fiZ&~: (3) & samba i/ (fE storagesrv $14TF84: pdbedit -L | grep lifei) ; [2 4] 2 4
(PEHE S F1E lifei A EIAD)
[root@storagesrv “1# pdbedit -L | grep lifei
lifei:1HHE:
lrootlstoragesrv ~1#
8. Cockpit: (1) & cockpit IBITIRE (systemctl status cockpit) ; [14)] 1 4

(PR ER: BRIREZIREAN running BIFT)
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[root@storagesry 7 1# systemctl status cockpit
.zervice - Cockpit Web Service
loaded Causpslibesgystemd systemscockpit.service: static: wvendor preset: disabled)
! active (rumming) gsince 3at ZBZ2Z-86-84 Z1:48:28 EDT: 1s ago
T man:cockpit-ws(8)
Process: 2838 ExecStartPre=-usr-sbin/remotect]l certificate --emnsure --user=root --group=cockpit-ws --selinux-type=etc_t (codg
Main PID: 2841 (cockpit-ws)
CGroup: rsystem.slicerscockpit.service
L2841 +~usr/libexec-cockpit-us

B4 21:48:28 storagesrv systemd[1]: Starting Cockpit Web Service...
A4 21:48:20 storagesrv remotect1[Z8381: ~usrsbinschcon: can’t apply partial context to unlabeled file “retcscockpit-/ws-cer
A4 21:48:20 storagesrv remotect1[Z8381: remotectl: couldn’t change SELinux type context 'etc_t’ for certificate: ~etc-cock
B4 21:48:28 storagesrv systemd[1]: Started Cockpit Web Service.
B4 21:48:28 storagesrv cockpit-ws[2841]1: Using certificate: ~etc-cockpitrus-certs.d-B-self-signed.cert

Hint: Some lines were ellipsized, use -1 to show in full.

[root@storagesrv ~ 14

3

8. cockpit: (2) JBIEMTEFE cockpit MRS ARERE;: [4 4] 4

GFER: WRPEBRERIENLZ R storagesrv BIF])

50/59




El storagesrv Bt VMware, Inc. ViMware Virtual Platform
BAEE VMware-56 4d 39 d8 fb f28 48 6a-19 a8 ec 95 Tcec Of 7c
NEERS 95565139941 h4250bI9 e eB4B5 TR AZ Th
BEEE CentOS Linux 7 (Care)
W R EENETLIERE

=2 shell B EmiE0

FHE storagesrv

& nkE
Rimhial 2022-08-13 19:01
BEEh FEE -
HEEEIEE virtual-guest

Diagnostic Reports

SELinu

9. R4 (FE storagesrv EHATIRS: sysctl-p) 5 [8 4]

P

A ER: FEMCHERNT, WFEA%RE, 8102450)

[rootl=storagesry "1 sysct]l -p
met . ipwd.tcp_syncookies = 1
met . ipwd. icmp_ignore_bogus_error_responses = 1

met.ipwd.ip_local_port_range = 1824 65HHH
f=.file-max = 65535
[rootPztoragesry ~ 1#
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10, BEAIHRER: (1) &F snaplv BEEF R (vdisply X snaplv #1EE) 5 [3 4]

P

PR ER: tricBILERTAES, 8419

= L0l "y ===

LU
LU
UG
LU
LUV Write Access

LV Creation host, time
LU snapshot status

LU Status

#t open

LU Size

Current LE
Segments
Allocation

Read ahead sectors
- currently =set to
Block device

sdewssnapugssnaple

snaplw

snapuyg

u/T>=RF-KI'TL-Ltlhr -NUSB-Re1D-Z80k -gynB6A
read-write

storagesrv, ZB2Z-H7-38 BE:32:48 -H4HH
source of

snapsrc [activel

available

1

5.88 GiB

1288

1

inherit

auto

8192

£53:4

10. REERER: (2) &EF snapsrc (lvdisply BB snapsrc 5 R) ; [44]

3

GEHER: b HILEBIF485; read only 24y, HEEK14)
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--- Logical wvolume ---

LU Path BV ENA LA ENAPETT

LU NHame Enapsrc

UG NHame snapwvyg

LU U1 COJEIc—qcIa-1zUs-iyno-z9bz -ays-ReDLDC
LU lrite Access read only

LU Creation host, time storagesrv, ZBZZ2-H7Y-31 B4:86:46 -B488
LU snapshot =status active destination for snaplw

LU Status available

#t open 1
LU Size 5.88 GiB

Current LE 12808
COW-table size 4.88 Gib
COW-table LE 1824
fillocated to snapshot B.81x
Snapshot chunk size 4.88 KiB
Seqments 1
fillocation inherit
Read ahead =sectors auto

- currently =et to 8192
Block device Z53:7

10, REALPRER.  (3) MRAREAREE (HEELE G, U7 tail /snap/estxt) 5 [2 4]

GEOES BB IEEEE cs. txt KEE, AZEAN “this is test!” )

[rootPstoragesrv /1t tail /snaprscs.txt
"this is testt”

[rootlUstoragesrv /1#

OUTSIDECLI & INSIDECLI T/E#4% (2 4)

WA ER

o

1. £ARE.: ZENRITE (£ outsidecli & insidecli LTS (BE—AZ P HEIT) ; whereis nslookup dig firefox

curl ssh smbclient Iftp ping) ; [2 4]
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(PR E S : £ outsidecli BY insidecli E#HATIES (FEER—ANZE )/ UBEIE) : whereis nslookup dig firefox curl
ssh smbclient 1ftp ping, A HABHFEEN NKKERE R, sEILAEES)

irootéinsidecli =i# whereis nslookup dig firefox curl ssh smbclient 1ftp ping
nslookup:| fusr/bin/nslookup fusr/share/man/manl/nslookup.l.gz

root@insidecli ~]# |

SDN R %-#ZF (354)

FAER A 4
1E obL =ML E, opendaylight-user@root>#ii\: feature:list | grep odl-mdsal-apidocs JREXEE; [3 4] 34
PERER: BEE—A XmcEimD
|| I i : u I! ;rt'.‘ﬁ.tl.l.l‘r.'.‘!]i'ﬂt I grep odl-ndsal-apidocs
I 1.5.0-Carbon X I odl-controller-1.5.0-Carbon
enDaylight :: MD3AL :: APIDOCS
pendayl ight-user@ b
1£ opL EHL L, opendaylight-user@root>%i\: feature:list | grep odl-12switch-switch-ui 3JREXZER; [3 4] 3 4y
PP ER: BEE—AX t5LlmD
. : : it : g ;i‘r_-.-_n_l_.uru:li.z.l_. I grep odl-1Z2switch-switch-ui
I ©.5.0-Carbon X | 1Zswitch-0.5.0-Carbon
enDaylight :: LZSwitch :: Switch
ndayl ight-user@ "_
HLER aE 4
AEN B4R 5 ) URL dk, BN SHENETEAE, BRFEAELRAKSHAETEAT A 1 KE; [6 4] 6 77

(PR BER: BIEXERZRENE, 43 9)
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@ OpenDaylight Dlux X +

< C A F==£| 81.6.63.100:8181/index.html#/login

GFrER: BIEXREsZRENA, /34)

Please Sign In

. OPEN

] Remember Me

Login
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=3 Yangul

APl HISTORY COLLECTION PARAMETERS

3 Yang Ul ROOT
»Expand all | Collapse others

+ aaa rev2016-12-14

+ aaa-cert rev2015-11-26

+ aaa-cert-mdsal rev.2016-03-21

+ aaa-cert-rpc rev.2015-12-15

+ aaa-encrypt-service-config rev.2016-09-15
+ address-tracker-config rev.2016-06-21

+ arp-handier-config rev 2014-05-28

+ cluster-admin rev.2015-10-13

+ config rev2013-04-05

+ entity-owners rev.2015-08-04

+ flow-capable-transaction rev.2015-03-04
+ flow-topology-discovery rev.2013-08-19

+ forwarding-ules-manager-config rev.2016-05-11

+ general-entity rev.2015-08-20

B oDL HHEFH, &FE topology Ffl, BEHI~ERA;

[3

é]\

]

3%
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host:3a:54:4d:5

openfloy

openflow: 3

opegflow:2

host:86:af: 77:92:9b:7b

host:fe:8f:d4:3%9:82:cb

1E oDL EHL_Fifid mininet> sh netstat -an |grep 81.6.63.100:6653 J-# K [5 431

=

(PR E 5. F727E 6 ™ established BH])
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—-an | grep 81.6.63.100:6653

81.6.63.100:43714 81.6.63.100:6653 ESTABL ISHED
81.6.63.100:43710 81.6.63.100:6653 ESTABL ISHED
81.6.63.100:43712 81.6.63.100:6653 ESTABL ISHED
81.6.63.100:6653 81.6.63.100:43710 ESTABL ISHED
81.6.63.100:6653 81.6.63.100:43714 ESTABL ISHED
81.6.63.100:6653 81.6.63.100:43712 ESTABL ISHED
it ovs T k¥WiEET, 7E oDL EHL EF mininet BEX T, AT mininet> pingall F-EEIIRINENLEE ping WK; [5 4] 54
(PP E . RE2EEI)
ininet> pingall
Ping: testing ping reachability
hl -> hZ h3
i2 —> hl h3
h3 —> _hl hZ
Result=s: 0¥ dropped (6-6 receiuved)
ininet>
L ovs TRWEEIE, #E oDL EHL LK mininet AT, $AT mininet> pingall FFBEZEENLZ A ping Jik; [5 4] ¥
(PPArEps: Hl RAEFIH3 B, HM#MTEEE)
mininet> pingall
soex Ping: testing ping reachability
hl -> X ha
hZ -> ¥ X
h3d -> hl X
=== Hesults: 66+ dropped (2/6 received)
mininet>
mininet> h3 wget http://10.0.0.1:8080 [5 4-] 54>

(PR E S : F2AE saved RBEFRIW A )
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mininet> h3 wget http:--10.0.0.1:5080
—2022-07-19 10:03:40— http:r-10.0.0.1:8080-
Commecting to 10.0.0.1:3080... commected.

HTTF request sent, awaiting response... 200 OK
Length: 9 [text- himl]

Saving to: 'index.html.2’

index.html .2 s 9
2022-07-19 10:03:40 (2.83 MBr=s) - 'index.html .2’ |saved

mininet>

—.~KBr=

[9-91
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